Esin
Attorney
Partnership.

Esin DigiDiary
Monthly Tech Litigation Digest:
German Court’s Decision on Cookie Management Providers

The The Wiesbaden Administrative Court (“Court”)
prohibited the use of a cookie consent management
platform hosted by a US-based service provider by the
RheinMain University of Applied Sciences ("University")
in its decision ("Decision”) dated 1 December 2021. The
Court evaluated that the use of a consent management
platform hosted by a US-based provider constitutes

a cross-border data transfer under the General Data
Protection Regulation (GDPR). The Decision was

made in interim proceedings, and is therefore not

final and binding. However, the findings of the Court
are important as they concern the cookie practices

of companies.

Background

The University uses a consent management platform

on its website to store the cookie preferences of visitors,
and the consent management platform uses a US-based
hosting provider for its services. The applicant requested
that the University cease its collaboration with the
consent management platform on the grounds that

this collaboration causes visitor data to be transferred
to the US.

Evaluation of the Court

The Court first concluded that, in the case at hand, the
data in question is considered to be personal data. The
consent management platform processes the user key,
which identifies the website visitor, and the IP addresses
of the visitors. The combination of the user key and IP
addresses allows the visitors to be identified; therefore,
it constitutes personal data.

Information Technology/
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The Court further decided that the University is the
data controller responsible for the transfer of this data.
The Court evaluated that even though the University
does not transfer the data itself, by incorporating the
consent management platform into its website, the
University decides on the collection and transfer of the
personal data and moreover establishes the purpose

of processing. Accordingly, from the Court's perspective,
the University qualifies as a data controller.

The most important analysis of the Court is on the data
transfer aspect of the case. The Court considered the use
of a cookie management platform that uses a US-based
hosting provider as a cross-border data transfer under
the GDPR. The Court decided that the transfer occurs

if there is a chance of non-EU authorities’ access to the
data, regardless of whether the data leaves the EU or
not. This argument of the Court is based on the fact
that the hosting provider is established in the US and

is subject to the CLOUD Act. As per the CLOUD Act, the
US authorities may request that the relevant companies
hand over the stored data. The Court further argued
that such transfer is also prohibited under the Schrems |l
decision held by the EU Court of Justice.

Moreover, the Court emphasized that, in the case at
hand, the University has failed to (i) obtain the explicit
consent of the data subjects and (ii) inform the data
subjects of the possible risks of such transfer under the
CLOUD Act. It further stated that it was not necessary
for the University to transfer such data. The Court did
not touch on the use of Standard Contractual Clauses
("SCC") in its evaluation.
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Importance of the Decision

The Decision is subject to interim proceedings and is not yet binding.
Therefore, it may be appealed. However, the Court's perspective on the use
of US-based cookie management providers is important and concerns many
European companies operating websites. The companies that use US-based
hosting providers for their cookie-plugins should consider the findings of the
Court, since such practice may trigger cross-border data transfer restrictions.
One significant aspect is that it is not clear whether the University duly
applied SCCs to ensure legitimate transfer, as the SCCs did not appear to play
a part in the Court’s Decision.
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Aylik Teknoloji Uyusmazhklar Biilteni: _
Alman Mahkemesi'nin Cerez Hizmet Saglayicilarina lliskin Karari

Wiesbaden idare Mahkemesi (“Mahkeme”) 1 Aralik 2021
tarihli kararinda ("Karar") RheinMain Universitesi'nin
("Universite") cerezlere iliskin ABD'de bulunan

riza yonetim platformunu kullanmasini yasakladi.
Mahkeme, yer saglayicisi ABD'de bulunan riza yénetim
platformunun kullaniimasinin Genel Veri Koruma
Tizugu ("GDPR") kapsaminda yurt disina veri aktarimi
teskil ettigine karar verdi. Karar ihtiyati tedbir karari
olarak verilmistir ve bu nedenle nihai ve baglayici
degildir. Ancak Mahkeme'nin tespitleri, sirketlerin cerez
uygulamalarina iliskin degerlendirmeleri acisindan
onem arz etmektedir.

Karar'a konu olay

Universite, internet sitesinde ziyaretcilerin gerez
tercihlerini saklamak icin bir riza yénetim platformu
kullanmaktadir. S6z konusu riza yonetim platformu,

ABD merkezli bir yer saglayicisindan hizmet almaktadir.
Basvurucu ("Bagvurucu”), ziyaretcilerin kisisel verilerinin
ABD'ye aktarilmasi nedeniyle Universite'nin riza yénetim
platformunu kullaniminin durdurulmasini talep etmistir.

Mahkemenin degerlendirmesi

Mahkeme, dncelikle Karar'a konu verilerin kisisel
veri teskil ettigine karar vermistir. Soyle ki, riza
yonetim platformu, internet sitesi ziyaretcisini
tanimlayan kullanici anahtarini ve ziyaretcilerin IP
adreslerini toplamaktadir. Kullanici anahtari ve IP
adreslerinin birlesimi, ziyaretcilerin belirlenmesini
saglamaktadir. Bu nedenle s6z konusu veriler kisisel
veri teskil etmektedir.

Bilgi Teknolojileri/iletisim

Mahkeme ayrica, bu verilerin aktarimindan Universite'nin
sorumlu olduguna karar vermistir. Mahkeme, verilerin
aktarimini Universite gerceklestirmese de, riza yonetim
platformunu internet sitesine dahil ederek, Universite'nin
kisisel verilerin toplanmasina ve aktarilmasina karar
verdigini ve ayrica islenme amacini belirledigini
degerlendirmistir. Mahkeme Universite'yi veri

sorumlusu olarak nitelendirmektedir.

Mahkeme'nin en énemli analizi veri aktarimi hususundadir,
Mahkeme, ABD merkezli bir yer saglayicisini kullanan cerez
yonetim platformunun kullanimini GDPR kapsaminda yurt
disina veri aktarimi olarak degerlendirmistir. Mahkeme,
verilerin Avrupa Birligi'nin disina ¢ikip citkmadigini dikkate
almayarak Birlik disindan yetkililerin verilere erisme
imkanina sahip olmasinin veri aktarimi teskil ettigine karar
vermistir. Mahkemenin bu gorisd, yer saglayicisinin ABD'de
yerlesik olmasi ve Verilerin Denizasin Ulkelerde Kullanim
Seklinin Netlestirilmesi Yasasi'na ("CLOUD Yasasi") tabi
oldugu gercegine dayanmaktadir. CLOUD Yasas! uyarinca,
ABD kolluk kuvvetleri s6z konusu yasaya tabi sirketlerin
sakladiklari verilere erisim talep edebilmektedir. Mahkeme
ayrica, bu tir bir aktarimin AB Adalet Divani'nin Schrems
[l karari uyarinca da yasak oldugunu ileri sGrmustar.

llaveten Mahkeme, Universite'nin (i) ilgili kisilerin
aktarim icin acik rizasini almadigini ve (ii) CLOUD

Yasasl kapsaminda bu tlr bir aktarimin olasi riskleri
hakkinda ilgili kisileri bilgilendirmedigini vurgulamistir.
Universite'nin bu tir verileri aktarmasinin gerekli
olmadigina karar vermistir. Mahkeme, degerlendirmesine
Standart S6zlesme Maddelerinin ("SCC") kullanimini
dahil etmemistir.
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Kararin Onemi

Karar ihtiyati tedbir niteligindedir ve kesin degildir. Bu nedenle temyiz
edilebilecektir. Ancak Mahkeme'nin ABD merkezli cerez yénetimi
saglayicilarinin kullanimina iliskin degerlendirmeleri Avrupa'da internet sitesi
isleten pek cok sirketi ilgilendirdigi icin 6nem arz etmektedir. Cerez eklentileri
icin ABD merkezli yer saglayicilarini kullanan sirketler, bu tir islemler veri
aktarim kisitlamalarina tabi oldugundan Mahkeme'nin bulgularini dikkate
almalidir. Dikkate alinmasi gereken bir diger husus ise, Mahkeme'nin kararinda
SCC'lere iliskin degerlendirme yapilmadigi icin Universite’'nin hukuka uygun
veri aktarimi gergeklestirmek amaciyla SCC'leri kullanip kullanmadiginin
belirsiz olmasidir.
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