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COVID-19 Outbreak: Turkey's Open Banking Journey Gaining Traction

Introduction

Over the last few years, the financial market has been rapidly changing and transforming. One of the most
important digital transformations of the 21st century was the concept of open banking.

The concept of open banking was first introduced in the United Kingdom in 2016 and then starting a new era of
transformation in digital financial services quickly.

The Banking Regulatory and Supervisory Authority ("BRSA™) laid down the legal infrastructure of open banking
with the Regulation on Banks’ Information Systems and Electronic Banking Services ("Regulation”) issued on
March 15, 2020. The Regulation will enter into force on July 1, 2020.

Turkish banks, which are among the leading banks in digital banking services, can utilize open banking to carry
out many activities to provide an unprecedented user experience.

With the COVID-19, the need for digital banking services has drastically increased; so has the Turkish people's
familiarity with them; paving the way for a faster development of open banking in Turkey.

In this article, we are focusing on what open banking entails to and Turkey's journey in setting out the legal
infrastructure therefor.

What is Open Banking?

Open banking is a model in which customers' financial data stored in banks can be accessed by third parties,
i.e. third party service providers (third party provider - TPP), with the permission of the customers. In other
words, through the open banking model, financial data belonging to clients is no longer under a monopoly of
banks and is accessible to financial technology companies (fintechs) through a common platform upon the
client's request.

In the open banking model, all financial data, including but not limited to monthly credit card spending and
saving habits are shared with financial technology companies and banks for data analysis.

Financial data can be easily shared among all financial institutions through application programming interfaces
(API). The API concept is a uniform set of rules that allow software/applications to share data with each other.



What does Open Banking Offer?

Banks and fintech companies can analyze data like clients spending and investment habits and their current
financial capacity with the data accessed via API. These analyses can be shared with the clients to consider the
most appropriate strategies, products, and offers for their particular needs. For instance, open banking can
evaluate a client's expenses on a regular basis over several years and provide client-specific discounts or offer
client-specific deals in response to the client's current spending habits. Clients would also have the opportunity
to compare and find the most suitable products for their investments.

The open banking model establish a foundation for both banks and fintech companies allowing them to
implement custom products and interfaces according to clients’' needs and design their systems so that clients'
can access all of their accounts and financial data from a single interface. In other words, clients will be able to
manage all of their banking transactions or investments through a single application or website.

Thanks to the open banking model, many clients will probably abandon their prior habits to use different banking
applications or websites for their banking transactions and begin to use a single application or website
developed by a third party service provider or a bank for all of their transactions.

Turkey and Open Banking

The BRSA introduced the first draft of the open banking regulation for public consultation at the end of 2018. On
November 22, 2019, the Turkish Grand National Assembly codified open banking by introducing the
Amendments to the Law on Payment and Securities Settlement Systems, Payment Services and Electronic
Money Institutions (the "Law") made open banking a reality.

The BRSA issued the first secondary regulation on open banking systems in March 2020 with the Regulation.
Turkey continues to work on the codification process in line with the Second Payment Services Directive 2
(PSD2) of the European Union.

The Law defined payment initiation service providers (PISP) and account information service providers (AISP),
which are open banking concepts, and established a legal background for these services. In order to provide
these services under the Law, service providers must obtain an operating permit from the Central Bank of the
Republic of Turkey ("CBRT").

In addition, the Regulation defined open banking for the first time.

A general framework for open banking is now regulated by the Law and Regulation; however, important details
on open banking services will be shaped by future secondary regulations. One of the most important topics is
whether banks will be forced to share financial data with third-party providers, such as financial technology
companies.

When the Law and the Regulation are interpreted together, we expect the BRSA to regulate and supervise the
secondary regulations regarding open banking to the extent that they relate to the banks and the Central Bank
to regulate and supervise same to the extent they relate to the payment institutions.

Open Banking and Data Privacy

Besides banking regulations, personal data protection regulations is one of the legal areas most pertinent to
open banking. Making client data available to actors other than banks is the foundational basis of open banking
practices. The main novelty in open banking is in contrast to current banking practice sharing a client's
information that is created or collected during the provision of the banking services with third parties, such as
AISPs and PISPs, to enable them to provide their services. Banks are already subject to detailed obligations
regarding the protection, processing and sharing of the client data according to banking regulations and client
personal data according to personal data protection regulations. The most important subject for open banking is
doubtlessly the restrictions and limitations on sharing this data with third parties.

At first glance, one might think that client data can be shared based on the client's consent and that the
subsequent data processing for open banking services may be conducted based on the same consent.



However, the practical implementation of open banking applications requires a deeper look and answering
difficult questions, such as:

¢ How do we establish the client instruction process necessary for client data per the banking regulations
and the explicit consent process necessary for the personal data (a single or a separate instruction and
consent process)?

Who will comply with these obligations (banks, AISPs, PISPs, TPPs)?

How should the instruction/consent records be kept and who will have access to the records?

How will the client/data subject exercise their right to withdraw their instruction/consent?

Which of the involved parties will be responsible for the accuracy of the data?

How can the involved parties share the liability for potentially malicious actors in the system?

In spite of these uncertainties, considering the potential benefits of the open banking applications, it is clear that
the involved parties must find a balance between the need for data privacy as part of clients' fundamental rights
and freedoms and the need for the free flow of data for economic, social and technological developments. The
most effective approach to attaining this balance might be a coordinated effort from regulatory public authorities,
such as the Personal Data Protection Authority and the BRSA, and the private entities that comprise or will
comprise the sector. It is possible to argue that no one alone would be able to reach a solution and experts and
expertise from different areas must work together.

Conclusion

We believe that open banking will radically change customers’ banking transactions habits and will be the first
step in starting a new era of financial services spearheaded by banks and fintech companies.

You can access our client alert regarding the open banking legislation in Turkey at "Turkish PSD2: Open
Banking Reform, Enacted! / Marketplaces may need payment services license" and "New Regulation on
Bank IT Systems and Electronic Banking Services".

Please stay up to date with further developments through the Esin Attorney Partnership Coronavirus
Helpdesk.

COVID-19 Salgini Turkiye'nin Acik Bankacilik Yolculugunu Hizlandiriyor
Giris

Finansal piyasalar, son birkag yilda hizl bir degisime ve dénligsime sahne oluyor. Bu degisim sirecinde, 21.
yuzyilin en 6nemli dijital donUsumu ise agik bankacilik kavrami ile karsimiza gikiyor.

Acik bankacilik kavrami, 2016 yilinda dnce Birlesik Krallik’ta gtindeme gelmis sonrasinda da hizl bir sekilde
dijital finansal hizmetlerde donlisimuin kapilarini aralamaya baglamistir.

Bankacilik Dizenleme ve Denetleme Kurumu ("BDDK"), 15 Mart 2020'de yayimladigi Bankalarin Bilgi
Sistemleri ve Elektronik Bankacilik Hizmetleri Hakkinda Ydnetmelik ("Y6énetmelik") ile acik bankaciligin kanuni
altyapisini hazirladi. Yonetmelik, 1 Temmuz 2020'de yururluge girecek.

Dijital bankacilik hizmetleri arasinda diinyada énemli bir yere sahip olan Turk bankalari, bu stiregte agik
bankacilik kavrami ile birlikte alisiimisin diginda bir kullanici deneyimi sunma konusunda birgok faaliyet
yuritmeye olanagina sahip olacak.

COVID-19 salgini kapsaminda dijital bankacilik hizmetlerine olan ihtiya¢ ve bu hizmetlerle hagir negirlik
seviyemizin artmasi, agik bankaciliga itici gli¢ olacak gibi gértinGyor.

Bu galismamizda, agik bankaciligin ne oldugu ve Turkiye'nin agik bankaciligin hukuki altyapisini olusturma
seruveni Uzerinde durduk.

Acik Bankacilik Nedir?
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Aclk bankaclilik, en temel haliyle musterilerin bankalarda depolanan finansal verilerinin, musterilerin izni ile
Uclncu kigilere yani tGglnci kisi hizmet saglayicilarina (third party provider - TPP) acilmasi olarak ifade edilen
bir modeldir. Diger bir deyisle, acik bankacilik modeli sayesinde musterilere ait olan finansal veriler, artik
bankalarin tekelinde olmaktan ¢ikmakta ve musterinin talebi ile ortak bir platform tizerinden finansal teknoloji
sirketlerinin (fintech) erisimine agiimaktadir.

Acik bankacilik modelinde, aylik yapilan kredi karti harcamalarindan tutun, yatirrm hesaplarindaki birikim
aliskanliklarina kadar tim finansal veriler, tim banka ve finansal teknoloji sirketleri ile veri analizi amagl

paylasilir.

Finansal veriler, API (application programming interfaces) aracigiyla, tim finansal kuruluslar arasinda kolaylikla
paylasilir. APl kavrami ise temelinde yazilim/uygulamalarin birbiri ile veri paylasmasini sadlayan tek tip kurallar
seti olarak ifade ediliyor.

Acik Bankacilik ne getiriyor?

Bankalar ve finansal teknoloji sirketleri, API tzerinden erisilen veriler sayesinde misterinin harcama ve yatirim
aliskanliklari, mevcut finansal kapasitesi gibi bircok konuda analiz yapilabilir. Bu analizler sonrasinda musteri ile
paylasilarak kendisi igin en uygun teklifleri gérmesi ve Urlnleri segmesi saglanabilir. Ornegin, misterinin uzun
yillar boyunca dizenli olarak yaptigi harcamalar degerlendirilip misteriye 6zel indirimler saglanmasi veya
musterinin mevcut harcama aligkanligina karsilik musteriye 6zel teklifler sunulmasi s6z konusu olabilir. Ayni
zamanda musteriler, yatirimlari i¢in kendilerine en uygun artnleri bulup karsilastirma firsatina sahip olur.

Aclk bankacilik modeli sayesinde hem bankalar hem de finansal teknoloji sirketleri musterilerin ihtiyaglarina
gore 6zel Urlnler ve arayuzler gergeklestirebilir ve musterilerin tim hesaplarina ve finans verilerine tek bir
araylzden ulagsmasina olanak saglayacak sistemler tasarlayabilirler. Diger bir deyisle, musteriler artik tim
bankacilik islemlerini veya yatirimlarini tek bir uygulama veya internet sitesi araciligiyla yonetebilir.

Acik bankacilik sayesinde artik birgok musteri belki de eski aliskanliklarini terk edecek ve her banka tarafindan
Ozel olarak sunulan bankacilik uygulamalari veya diger ¢evrimici (online) bankacilik sistemleri yerine dogrudan
bir glincu kisi hizmet sagdlayicinin ya da bankanin uygulamasini veya internet sitesini kullaniyor olacak.

Tiirkiye ve Acik Bankacilik

Tark hukukunda agik bankacilik modeline iligkin ilk diizenleme taslagi, BDDK tarafindan 2018 yilinin sonunda
kamuoyu ile paylasilmisti. Ancak ilk yasal duzenleme, Turkiye Buyuk Millet Meclisi tarafindan 2019 yilinin
sonunda Odeme ve Menkul Kiymet Mutabakat Sistemleri, Odeme Hizmetleri ve Elektronik Para Kuruluslari
Hakkindaki Kanun’da ("Kanun") yapilan degisiklik ile yGrtrltge girdi.

Acik bankacilik sistemlerine iligkin ilk ikincil duzenleme ise Yonetmelik ile hayatimiza gectigimiz Mart ayinda
danhil oldu. Yénetmelik diizenlemesi ile birlikte Turkiye, Avrupa Birligi'nin ikinci Odeme Hizmetleri Direkiifi
(Second Payment Services Directive 2-PSD2) ile uyumlu olacak sekilde mevzuat ¢calismalarini sirdirmeye
devam ettiginin altini gizdi.

Kanun ile birlikte agik bankacilik kavramlarindan olan 6deme emri baslatma (payment initiation service provider
- PISP) ve hesap bilgileri saglama hizmetleri (account information service provider - AISP) tanimlandi ve bu
islemler yasal zemine oturtuldu. Kanun kapsaminda bu hizmetlerin sunulmasi igin de Tirkiye Cumhuriyet
Merkez Bankasi’'ndan ("TCMB") faaliyet izni alinmasi zorunlu tutuldu.

Yonetmelik ile birlikte agik bankacilik kavrami mevzuatimizda ilk defa tanimlanmis oldu.

Kanun ve Yonetmelik kapsaminda yapilan duzenlemelerde agik bankacilik islemlerine genel bir cergeve cizildi.
Ancak iglemlere iliskin 6nemli detaylar sonrasinda gikarilacak ikincil dizenlemeler ile sekillenecek. Ozellikle,
bankalarin finansal teknoloji sirketi gibi Gglincli sahis hizmet saglayicilar ile finansal verileri paylagsmasinin
zorunlu tutulup tutulmayacaginin diizenlenmesi en énemli basliklar arasinda bulunuyor.

Kanun ve Yonetmelik birlikte incelediginde ise acik bankaciliga iligkin ikincil dizenlemelerin bankacilik ayaginin



BDDK tarafindan yuritilecegi, 6deme kuruluslari ayadinin ise TCMB tarafindan yaruttlecegi anlasiliyor.
Acik Bankacilik ve Veri Gizliligi

Acik bankaciligin, bankacilik mevzuati disinda en ilgili oldugu alanlardan biri kisisel verilerin korunmasi
mevzuati olacak. Acik bankacilik kapsaminda sunulmasi planlanan hizmetlerin temel dayanagi, musterilere ait
verilerin daha fazla aktérin kullanimina agilmasi. Agik bankacilik kapsaminda temel yenilik, alisageldik
bankacilik reflekslerinin aksine, misterinin bankacilik hizmetleri kapsaminda ortaya ¢ikan veya toplanan
verilerinin AISP ve PISP gibi tglincl kisi hizmet saglayicilarla bunlarin sundugu hizmetlerin saglanabilmesi igin
paylasiimasi. Halihazirda bankalar hem kendi mevzuatlari kapsaminda musteri verisi niteligindeki verilerin hem
de kisisel verilerin korunmasi mevzuati kapsaminda kisisel verilerin (gogu zaman ayni anda her iki mevzuat
kapsaminda) korunmasi, islenmesi ve paylasiimasi konusunda detayli yukimliliklere tabii durumdalar. Agik
bankacilik icin en dnemlisi; kuskusuz, bu tdr verilerin Gg¢lncu kigilerle paylasiimasi konusunda mevcut
sinirlamalar.

ik bakigta misterilerden alinacak onay kapsaminda bu paylagimlarin gergeklestirimesi ve sonrasinda da acik
bankacilik hizmetleri igin kisisel verilerin ayni onaya istinaden islenebilecegini disinmek mimkin. Ancak
detaya girildiginde agik bankacilik uygulamalarinin pratige dékilmesinde birgok zorlu soruya cevap vermek
gerekecek:

e Bankacilik mevzuati uyarinca musteri verileri igin gerekli musteri talimati ile kisisel veriler igin gerekli
aclk riza sureglerinin ne sekilde olusturulacagi (tek bir talimat ve onay seklinde mi yoksa ayri talimat ve
onay sureci mi),

Bu yukdmlaltkleri kimin yerine getirecegi (banka, AISP, PISP, TPP),

Talimat/riza kayitlarinin ne sekilde saklanacagi ve kimin erisimine agik olacagi,

Masterilerin/ilgili kigilerin talimatin/rizanin geri alinmasi haklarini ne sekilde kullanacaklari,

Aktorler arasi veri aktarimlarinda verilerin dogrulugu konusunda sorumlulugun kimde olacagi ve

Koétu niyetli aktorlere kargi koruma sorumlulugunun ne sekilde paylagilacagi bu sorulardan yalnizca
bazilar.

Bu belirsizliklere ragmen acik bankacilik uygulamalarindan beklenen menfaatler diginuldiginde, temel hak ve
ozgurlikler kapsaminda veri gizliliginin saglanmasi ile ekonomik, sosyal ve teknolojik gelisme igin verilerin
serbest dolagimi ihtiyacinin dengelenmesi gerektigi agik. Bu konuda hem Kisisel Verilerin Korunmasi Kurumu
ve BDDK gibi dizenleyici kamu kurumlarinin hem de sektoru olusturan ve olusturacak 6zel kuruluglarin bu
sorunlari gézmek igin birlikte gcaba sarf etmesi en etkili ydntem olacaktir. Kimsenin tek basina ¢éziime ulasma
imkanina sahip olmadigi noktada, farkli alanlardaki uzmanlarin ve uzmanliklarin birlikte hareket etmesi
gerekecek.

Sonug¢

Acik bankacilik, bankacilik hizmetlerine iliskin aliskanlari kokten degistirecek ve bankalarin ve finansal teknoloji
sirketlerinin atacagi adimlar yardimiyla yeni bir finansal hizmet ¢aginin baslamasi igin ilk adim atilmis olacak.

Tirkiye’de agik bankacihidin hukuki yapisina iliskin detayli hukuki baltenlerimize "Tiirkiye’nin PSD2’si: Agik
Bankacilik Reformu Yasalasti / Pazar yeri uygulamalarinin izin almasi gerekebilecek” ve "Bankalarin Bilgi
Sistemleri ve Elektronik Bankacilik Hizmetleri Hakkinda Yeni Diizenleme" ulasabilirsiniz.

COVID-19 salgini ile ilgili hukuki diizenlemelerle ilgili bilgilere Esin Avukatlik Ortakligi Coronaviris
Masasi'ndan ulasabilirsiniz.
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