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Maintaining Operational Resilience in the COVID-19 Outbreak: What Should Banks
Do Next?

Banks were required to adapt their operations in line with economic and social impacts of the COVID-19
outbreak. Consequently, they have taken measures such as remote working and limited physical banking. With
limited physical access to banking services, a reinforced and resilient operational and internal system is
essential to prevent service interruptions in services and to financially stabilize banks.

This alert concentrates on possible measures and key points to strengthen banks' operations against the
pandemic's financial impacts.

Banks' Internal Systems

Information Systems

Banks must establish information systems based on the criteria set out in the Regulation on Banks' Internal
Systems and Assessment of Internal Capital Adequacy (the "Internal Systems Regulation”), the Regulation on
Banks IT Systems and Electronic Banking Services (due to enter into force in July) (the "IT Systems
Regulation") and the Communiqué on the Principles of Banks' Information Systems Management (the
“Information Systems Communiqué”).

Accordingly, they must review and update their risk management policies on information systems.

As information system risks are closely associated with other operational risks banks may face, banks should
review their current information systems policies to conserve a well-functioning operating system.

The senior management must scrutinize the improvement and update of information systems and the control
mechanisms established to ensure the confidentiality of and access to data stored in information systems.

Bank must meet the minimum requirements set out in the Information Systems Communiqué and incorporate an
information systems continuity plan into their business continuity plan elaborated below.

Outsourcing of Information Systems

In order to outsource information systems, the senior management must establish a surveillance mechanism to
assess and manage the risks associated with outsourcing, as well as an effective relationship with the support



service providers.

In this respect, the senior management must put together a plan paving the way for uninterrupted procurement
of support services and substitution of such services in case of any interruption. Banks must ensure the
establishment of an adequate system enabling them to immediately start providing outsourced services on their
own if the service is interrupted.

Online Banking

The importance of online banking has significantly grown due to remote working and limited physical access to
branches. In order to fulfill demands for online banking, banks should ensure a solid online banking system to
prevent any interruptions in the flow of work.

Pursuant to the Information Systems Communiqué, banks must ensure that they have an effective audit trail
mechanism, business continuity and recovery plan.

The Information Systems Communiqué will be abolished on July 1, 2020 and the IT Systems Regulation will
enter into force on the same date. For more information, please see our legal alert dated March 18, 2020.

Business Continuity Plan

Any interruption in the flow of business may have severe effects on banks' operations. Therefore, banks must
establish a business continuity plan that would enable continuity and recovery of operations in case of an
interruption. As such, banks should reconsider the following:

e Business Impact Analysis: The presence of a business impact analysis is essential in case of an
interruption in a bank's business process or operations. In that respect, banks must consider factors that
may cause possible interruptions, their possible implications on business and revise their recovery
strategies, if needed.

¢ Emergency and Contingency Plan: Banks are obligated to incorporate an emergency and contingency
plan to their business continuity plan. As markets are currently more unpredictable, banks may consider
updating their emergency and contingency plans.

The Banking Regulatory and Supervisory Authority announced that it will re-inspect banks' business continuity
plans. For more information, please see our legal alert dated March 20, 2020.

Risk Management

Internal Control Mechanism

Internal Control Operations: Internal control procedures constitutes a part of banks' daily operations. Banks
must have written policies and implementations procedure that mainly addresses to the following:

e Control of operations.
e Control of communication channels, information systems and financial reporting systems.
¢ Compliance controls.

We believe banks may review these procedures to ensure their already-established systems are sufficient in
handling the current economic scenario; if they are not sufficient, banks must make the necessary
improvements.

Reporting: Another internal control mechanism is reporting. Banks are obligated to prepare reports concerning
extraordinary conditions, suspicious transactions, breaches and general performance, and submit said reports
to the senior management on a daily, weekly or monthly basis. Given the overall impact of the COVID-19
outbreak on the market, banks may consider submitting these reports to the senior management more
frequently.

Control of Communication Channels and Information Systems: Through control of communication channels


https://urldefense.com/v3/__https:/esinxchange.com/collect/click.aspx?u=TVdxMkU2Zld6SlNoaXBSZHpMVFI0QTA2WWloNzZRMnFoeVdMSnlFM3hVdUoxSzkyd0NNVzRDeWhaVTZpV2QvNTlpWWQybWUvRTFjUDRQQnIxT1RzRHhucE4zMkVFRkdHZjBGZU5pMUxJTDFkeWVvVURJQ21FcnRoVU5qRmNneEh6dEJtWVFCVDd4UFVZVUVkUzVXYThpOWhmdC9xWFB2ajJCdCs2SGVmcUVVPQ==&rh=ff005ecf36dd43745240f3d560418a26b3937a4e__;!!Hj9Y_P0nvg!HAf0evjJ5WRkEiDO-phCfhDqAVvdxWsGfxy6Y92ZeomZfqPW6XnJ-ElN2qWpf398vJTHfw$
https://urldefense.com/v3/__https:/esinxchange.com/collect/click.aspx?u=TVdxMkU2Zld6SlNoaXBSZHpMVFI0QTA2WWloNzZRMnFoeVdMSnlFM3hVdUoxSzkyd0NNVzRDeWhaVTZpV2QvNVNZTlZ1eEFFWXpoYXRWVERjRldZcXBZSFk2WTRnRjNQOXFKbnkyZy9NSU9teE1TdFV5YnBtZlZiTXRJOUlwZXVTb2REeFRRYTZ5bnZLbWJHWkV1KzNNVlFHaWhTcm51WnNLZDhJT1JoRWFzPQ==&rh=ff005ecf36dd43745240f3d560418a26b3937a4e__;!!Hj9Y_P0nvg!HAf0evjJ5WRkEiDO-phCfhDqAVvdxWsGfxy6Y92ZeomZfqPW6XnJ-ElN2qWpf3-6wBAjIQ$

and information systems, banks ensure reliable, accurate, monitorable and consistent procurement and access
to information. Banks have temporarily shut down numerous branches and switched to remote working, or
minimized physical banking services in terms of their number of personnel and business hours. Therefore, it is
vital to have sound information channels and information systems; banks may review their communication
channels and information systems, and update them if necessary.

Risk Management Systems

The objective of a risk management system is to identify, assess and control risk exposure (i.e., consolidated
and unconsolidated risks, and transactional risks within the bank's risk group) through adopted policies,
implementing principles and limits concerning risk-yield ratio of future cash flows.

A risk management system also contains stress test programs. Stress test programs are designed to measure
financial risks and volatility that may arise due to banks-specific issues or pressured economy.
A stress test program must include the following:

o Clearly defined objectives

Scenarios and assumptions compatible with the bank's operations and the risks associated with the
operations.

A solid methodology.

Reporting that would support decisions taken in that regard.

Continuous and effective review of the stress test process.

Managerial measures to be taken in response to stress test results.
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In addition to separately addressing each important risk with stress tests, a stress test that holistically assesses
all of these risks must also be conducted by banks.

Stress tests concerning market risks, counterparty credit risks and collective liquidity risks must be
simultaneously conducted once a month or more frequently. The Senior management is responsible for
monitoring results.

Due to the economic impact and volatility of the COVID-19 outbreak, banks may need to conduct stress tests
more frequently.

Measuring the Operational Risk

Pursuant to the Regulation on the Calculation and Assessment of Bank' Capital Adequacy (the "Capital
Adequacy Regulation") banks must examine their operational risks.

Operational risk refers to the probability of incurring losses due to inadequate or unsuccessful internal systems,
persons and processes or external factors.

Banks may reassess whether their operational risk management processes meet the requirements enumerated
under the Capital Adequacy Regulation, in addition to the criteria set out in the Operational Risk Management
Guide.

Internal Capital Adequacy Assessment Process (ICAAP)

Banks prepare an ICAAP report that covers the risk measurements, capital and liquidity plans and the risk
management capacity at least once a year. The ICAAP report is prepared according to the procedures and
principles set out under the ICAAP Report Guide.

Banks must continuously appraise their ICAAP report to see if they need to modify their risk measurement
techniques, capital and liquidity plans and risk management capacities.

Capital and Liquidity Adequacy




Liquidity Adequacy Ratio (LAR)

The Regulation on the Calculation and Assessment of Banks' Liquidity Adequacy sets out the minimum liquidity
adequacy ratio ("LAR") for banks.

Unless otherwise specified by the Banking Regulatory and Supervisory Board, the arithmetic average of total
LAR for the first and maturity segment and the total LAR for the second maturity segment cannot be lower than
100%. Whereas, the arithmetic average of foreign currency LAR for the first and the foreign currency LAR for
the second maturity segment cannot be lower than 80%.

Banks may consider continuously appraising their liquidity positions and recalculating total and foreign currency
LARs to not fall short of minimum requirements set out in the Liquidity Adequacy Regulation at any time.

Capital Conservation and Countercyclical Capital Buffers
The Regulation on Capital Conservation and Countercyclical Capital Buffers (the "Capital Conservation
Regulation") sets out the calculation method of the additional core capital ratio and measures to be taken in

case a bank falls short of said ratios.

Accordingly, a bank must reserve additional capital to prevent its equity from failing to satisfy capital adequacy
regulations due to credit expansion that may increase the risk in the financial sector.

In that regard, it is important for banks to continuously assess whether their additional core capital ratios are in
line with the ratios and restrictions set out in the Capital Conservation Regulation. Further, banks may also
review their capital conservation plans and take additional measures, if necessary.

For additional issues and measures concerning public banks, please see our client alert dated March 27, 2020.

Please stay up to date with further developments through the Esin Attorney Partnership Coronavirus
Helpdesk.

Bankalarin COVID-19 Salgininda Operasyonel Dayaniklihgi Nasil Saglanabilir?

Bankalarin, operasyonel igleyislerini COVID-19 salginin ekonomik ve sosyal etkileri dogrultusunda
sekillendirmesi gerekince, uzaktan ¢alisma ve fiziksel bankaciliga erisimin sinirlandiriimasi gibi gesitli tedbirler
alindi. Fiziksel bankaciligin sinirlandiriimasi ile beraber, hizmet kesintilerini dnleyebilmek ve bankalarin finansal
yapilarinda istikrari saglayabilmek daha guglu ve esnek bir operasyon ve i¢ sistem ihtiyacini ortaya ¢ikardi.

Bu blltenimizde, salginin finansal etkileri kargisinda bankalarin operasyonlarini gtiglendirebilmek igin
alinabilecek olasi tedbirler ile dikkat edilmesi gereken noktalar deginecegiz.

Bankalarin i¢c Sistemleri

Bilgi Sistemleri

Bankalar, bilgi sistemlerini Bankalarin i¢ Sistemleri ve igsel Sermaye Yeterliligi Degerlendirme Sireci Hakkin
Yénetmelik ("i¢ Sistemler Yénetmeligi"), Temmuz'da yiiriirliige girecek Bankalarin Bilgi Sistemleri ve
Elektronik Bankacilik Hizmetleri Hakkinda Yonetmelik ("Bilgi Sistemleri Yonetmeligi") ile Bankalarin Bilgi
Sistemleri Yénetiminde Esas Alinacak ilkelere iligkin Teblig'de ("Bilgi Sistemleri Tebligi") ve belirtilen
kistaslara uygun olacak sekilde olusturmakla yakumladur.

Bu cergcevede Bankalar, bilgi sistemleri yonetimine iligkin politikalari gdzden gegirir ve ihtiya¢ olmasi halinde
gunceller.

Bilgi sistemlerine iliskin riskler, bankacilik faaliyetlerinden kaynaklanan diger risklerin bir garpani olabilecegi igin
dizgin isleyen bir operasyonel sistemin saglanabilmesi adina glncel bilgi sistemleri politikalarinin gézden
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gegirilmesi gerekmektedir.

Bankalarin Ust yonetimi, bilgi sistemlerinin ve bilgi sistemlerinde saklanan verilerin gizli ve ulasilabilir olmasi igin
olusturulan kontrol altyapisinin gelistiriimesi ve dizenli olarak glincellenmesi ¢alismalarini gézlemlemekle
yukdmludur.

Bankalar, bilgi sistemleri servislerinin surekliligini saglayabilmek adina asagida agiklanan is surekliligi ydnetimi
planinin bir pargasi olarak bilgi sistemleri sureklilik planini olusturmakla yikimladuir.

Bilgi Sistemleri igin Destek Hizmeti Alimi

Bankalarin Ust yonetimi, bilgi sistemleri igin alinacak destek hizmetinin banka agisindan doguracag riskleri
degerlendirmek, yonetmek ve destek hizmeti kurulusu ile iligkilerin etkin bir sekilde yuratilmesine olanak
saglamak igin bir gdzetim mekanizmasi tesis eder.

Bu cercevede, Ust yonetimin destek hizmetinin kesintisiz olarak saglanmasi ve hizmette kesinti olmasi
durumunda, hizmetin ne sekilde ikame edilebilecegini 6ngéren bir planinin olmasi gerekmektedir. Bu gergevede
bankalarin, bilgi sistemlerine iligkin destek hizmetinde kesinti olmasi halinde, hizmeti gecikmeden kendilerinin
saglayabilecekleri bir mekanizmaya ihtiyaclari olacaktir.

Dijital Bankacilik

Dijital bankaciliyin 6nemi, evden galisma sistemine gegilmesi ve fiziksel bankacilhigin sinirlandiriimasi ile birlikte
epey artmistir. Bankalarin, dijital bankacilida karsi olusan yogun talebin karsilanabilmesi adina, dijital bankacilik
hizmetlerinin kesilmesini énleyecek guigli bir dijital bankacilik sistemi kurmasi gerekmektedir.

Bilgi Sistemleri Tebligi uyarinca bankalar etkin bir denetim izi tutma mekanizmasi ile servis strekliligi ve
kurtarma planina sahip olmalidir.

Bilgi Sistemleri Tebligi 1 Temmuz 2020'de yururlikten kalkacak ve yine ayni tarihte Bilgi Sistemleri Yonetmeligi
yurdrltige girecektir. Bu konuda daha detayli bilgi igin 18 Mart 2020 tarihli mevzuat duyurumuza
basvurabilirsiniz.

Is Siirekliligi Plani

is surekliligindeki herhangi bir aksaklik bankanin operasyonlarinda énemli, olumsuz etkiler yaratabilir. Olasi bir
kesinti durumunda bankanin faaliyetlerinin strdartlebilmesi igin is strekliligi planinin olusturulmasi zorunludur.
Bu nedenle bankalarin agagida belirtilen hususlari gézden gecirmesi buyuk 6nem arz etmektedir:

 is Etki Analizi: Bankanin kesinti sebebiyle faaliyetlerini siirdiiremedigi hallerde is etki analizinin
bulunmasi 6nem arz etmektedir. Bu kapsamda bankalar, is surekliliginde kesintiye sebep olabilecek
olasi nedenler ile bu nedenlerin faaliyetlerinde yaratacagi olasi etkileri degerlendirmeli ve gerekmesi
halinde kurtarma stratejilerini gtincellemelidir.

¢ Acil ve Beklenmedik Durum Plani: Bankalar, is surekliligi planlarinin bir pargasi olarak acil ve
beklenmedik durum plani olugturmak zorundadir. Piyasadaki artan belirsizlik dikkate alindiginda,
bankalarin acil ve beklenmedik durum planlarini glincellemeleri gerekebilir.

Bankacilik Dizenleme ve Denetleme Kurumu bankalarin ig surekliligi planlarini yeniden gézden gegirecegini
duyurmustur. S8z konusu acgiklamaya iliskin detayli bilgi icin 20 Mart 2020 tarihli mevzuat duyurumuza
basvurabilirsiniz.

Risk Yonetimi

I¢ Kontrol Sistemi

ic Kontrol Faaliyetleri: ic kontrol faaliyetleri bankanin giinliik faaliyetlerinin bir pargasini olusturur. Bankalarin
olusturdugu yazil politika ve uygulama prosedurlerinin asagidaki hususlari diizenlemesi gerekir:
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e Faaliyetlerin icrasina yonelik islemlerin kontroli.
e lletisim kanallarinin, bilgi sistemlerinin ve finansal raporlama sistemlerinin kontrold.
e Uyum kontrolleri.

Bankalarin, dnceden olusturulan bu politikalarin gtincel ekonomik durum ile uyumlu olup olmadiginin gdézden
gegirmesi ve politikalar uyumlu degilse gerekli diizeltmelerin yapilmasi gerekmektedir.

Raporlama: i¢ kontrol faaliyetlerinden bir digeri de raporlamadir. Bankalar, tist yénetime sunmak lzere giinliik,
haftalik veya aylik bazda olaganusti durum, stipheli igslem, aykirilik ve genel performansa iliskin rapor
hazirlamakla yakimltdir. COVID-19 salgininin ekonomideki genel etkisi diistintldigi zaman s6z konusu
raporlamalarin daha sik araliklarla yapiimasi disundlebilir.

iletisim Kanallarinin ve Bilgi Sistemlerinin Kontrolii: Bankanin iletisim kanallarinin ve bilgi sistemlerinin
kontroll ile banka blinyesinde elde edilen bilginin glvenilir, tam, izlenebilir ve tutarli bicimde olmasi ve bilgiye
erisimin saglanmasi amacglanmaktadir. Bankalar, gegici olarak pek ¢ok subesini kapatarak evden ¢alisma
sistemine gegmis veya fiziksel bankacilik hizmetini galisan personel ve galisma saatleri bakimindan
sinirlandirmistir. Bu nedenle bankalarin gucli iletisim kanallari ve bilgi sistemlerini kurmus olmalari 6nem arz
etmektedir. Bu kapsamda s6z konusu iletisim kanallari ile bilgi sistemlerinin gézden gegiriimesi ve gerekmesi
halinde bunlari glincellemeleri yararl olacaktir.

Risk Yénetimi Sistemi

Risk yonetimi sisteminin amaci, bankanin maruz kaldigi riskin (konsolide ve konsolide olmayan bazda maruz
kalinan riskler ile bankanin dahil oldugu risk grubu ile gergeklestirilen islemlerden kaynaklanan risklerin),
bankanin gelecekteki nakit akimlarinin barindirdidi risk-getiri yapisina yonelik olusturulan politikalar, uygulama
usulleri ve limitler vasitasiyla tanimlanmasi, élglimesi, raporlanmasi, izienmesi ve kontroliiniin saglanmasidir.

Bankanin risk yonetim sirecine stres testi programlari da dahildir. Stres testi, bankaya 6zgl olumsuz
gelismelerden kaynaklanabilecek veya stres altindaki ekonomik ve finansal ortamda ortaya ¢ikabilecek finansal
risk fve kirilganliklarin élgtilmesi amaciyla gelistirilir.

Stres testi programi asagidaki unsurlari barindirmalidir;

o Aclk¢a tanimlanmis amaglar.

Bankanin faaliyetleri ve bu faaliyetlerden kaynaklanan risklerle uyumlu tasarlanmis senaryo ve
varsayimlar.

Guglu bir stres testi yontemi.

Alinan kararlari destekleyecek raporlamalar.

Stres testi sureclerinin devamli ve etkin bir sekilde gézde gegciriimesi.

Stres testi sonuglarina dayali yénetim aksiyonlari.

o

o O O O

Bankalar, her bir 5nemli risk bazinda stres testi yapmanin yani sira, bu risklerin tmunin dikkate alindigi genel
stres testlerini de yapmakla yukumludur.

Piyasa ve karg! taraf kredi riski ile bankanin toplam likidite riskine iliskin yapilacak stres testleri es zamanli
olarak ayda bir veya daha sik periyotlarla tekrarlanir. Stres testi sonuglarinin takibi banka Ust yonetimine aittir.

Bankalar, COVID- 19 salgininin ekonomik etkileri ve ekonomideki dalgalanmalar nedeniyle daha sik stres testi
yapilmasi gerekebilir.

Operasyonel Riskin Olgiilmesi

Bankalar, Bankalarin Sermaye Yeterliliginin Olglilmesine ve Degerlendiriimesine iliskin Yonetmelik ("Sermaye
Yeterliligi Yonetmeligi") uyarinca operasyonel risklerini lgmek durumundadir.

Operasyonel risk; yetersiz veya basarisiz i¢ slregler, insanlar ve sistemlerden ya da harici olaylardan
kaynaklanan zarar etme olasiligini kapsamaktadir.



Yukaridaki bilgiler kapsaminda bankalar, operasyonel risk yonetimine iligkin surecin Sermaye Yeterliligi
Yoénetmeligi ve Operasyonel Risk Yénetimine lliskin Rehber'de yer alan gereklilikleri yerine getirip getirmedigi
hususunu gbézden gegirebilir.

I¢sel Sermaye Yeterliligi Degerlendirme Siireci (ISEDES)
Bankalar yapilan risk dlgimini, sermaye ve likidite planlamasi ile risk yonetim kabiliyetlerine iliskin
degerlendirmeyi kapsayan ISEDES raporunu yilda en az bir kere hazirlar. ISEDES raporu hazirlanirken,

ISEDES Raporuna iliskin Rehber'de belirlenen usul ve esaslar dikkate alinmalidir.

Bankalar; risk 6lgiim, likidite planlamasi ve risk yonetim kabiliyetlerinde bir degisiklik yapiimasinin gerekli olup
olmadigini degerlendirebilmek adina ISEDES raporlarini devamli olarak gdézden gegirmelidir.

Sermaye ve Likidite Yeterliligi

Likidite Yeterlilik Orani

Bankalarin Likidite Yeterliliginin Olglilmesine ve Degerlendirimesine iliskin Yénetmelik'te ("Likidite Yeterliligine
lliskin Yonetmelik"), bankalarin saglamasi gereken asgari likidite yeterliligi orani dizenlenmektedir.

Bankacilik Diizenleme ve Denetleme Kurulu tarafindan farkli bir oran kararlastiriimadigi takdirde, banklarin
birinci vade dilimine iliskin toplam likidite yeterlilik oranlarinin haftalik basit aritmetik ortalamasi ile ikinci vade
dilimine iligkin toplam likidite yeterlilik orani ylizde ylzden az olamaz. Birinci vade dilimine iliskin yabanci para
likidite yeterlilik orani ile ikinci vade dilimine iliskin yabanci para likidite yeterlilik orani ise ylizde seksenden az
olamaz.

Bankalar, Likidite Yeterliligine iliskin Yénetmelik'te belirlenen asgari likidite yeterliligi oranini stirekli olarak
saglayabildiklerinin tespiti i¢in likidite durumlarini devamli olarak inceleyebilir ve bu kapsamda toplam ve
yabanci para likidite yeterlilik oranlarini yeniden hesaplayabilir.

Sermaye Koruma ve Déngiisel Sermaye Tamponlarina lliskin Yénetmelik

Sermaye Koruma ve Dénglisel Sermaye Tamponlarina iligkin Yénetmelik ("Sermayenin Korunmasi
Yonetmeligi"), sermaye koruma tamponu ve ilave ¢ekirdek sermaye tutarinin hesaplanmasi ile ilave g¢ekirdek
sermaye gereksiniminin karsilanamamasi halinde alinacak tedbirleri dizenlemektedir.

Bu kapsamda, finansal sektériin genel risk diizeyinin kredi genislemesi sonucu artmasi ve bunun sonucunda
6zkaynaklarin sermaye yeterliligine iliskin dizenlemeler karsisinda yetersiz kalmasinin engellenmesi amaciyla
belli bir ilave ¢ekirdek sermaye tutari bulundurulmasi zorunludur.

Bankalarin ilave ¢ekirdek sermaye tutarinin Sermayenin Korunmasi Yénetmeligi'nde belirtilen oran ve sinirlar
dahilinde olup olmadiginin devamlh degerlendiriimesi faydali olacaktir. Buna ek olarak, bankalar gerekmesi
halinde sermaye koruma planlarini da gézden gegirebilirler.

Halka agik bankalarin uymasi gereken ek yukimlultkler igin 27 Mart 2020 tarihli mevzuat duyurumuza
basvurabilirsiniz.

COVID-19 salgini kapsaminda atilan hukuki adimlarla ilgili detaylar i¢cin Koronaviriis Masamiz'a
basvurabilirsiniz.
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